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Abstract:
Facial recognition is a biometric identification technology 
based on computer vision. It captures facial images 
through cameras, extracts key features like the nose, ears, 
and eyes, then converts them into comparable digital 
data in order to identity verification. This technology 
is widely used in smartphone unlocking, access control 
systems, payment authentication, and public security 
tracking, offering advantages such as eliminating the 
need for physical cards or memorized passwords while 
providing fast and efficient verification.However, current 
challenges include reduced accuracy due to poor lighting 
conditions or angle variations, as well as security risks like 
privacy breaches and data misuse. As facial recognition 
technology continues to evolve, enhancing user privacy 
and data security has become increasingly urgent, even as 
the technology improves societal convenience.Through 
extensive research, this study analyzes and summarizes 
the technical characteristics and development trends 
of traditional methods (PCA) and modern approaches 
(CNN) in facial recognition. The findings aim to work as 
a reference for recent studies and future applications and 
study,also providing a foundation for expanding research 
perspectives and clarifying future development directions.

Keywords: Face recognition technology; computer vi-
sion; biometric identification; identity verification; priva-
cy protection.

1. Introduction
With the rapid advancement of information technol-
ogy and the widespread adoption of smart devices, 
various industries have generated vast amounts of 
personal data, placing higher demands on the securi-
ty and reliability of identity recognition technologies. 
As an important branch of biometric identification, 

face recognition has been widely applied in fields 
such as security monitoring, financial payments, 
smart access control, and social media due to its 
non-contact, convenient, and efficient characteristics, 
demonstrating significant value. Its promotion has 
not only improved the efficiency of security man-
agement and user experience but also facilitated the 
implementation and development of emerging ap-
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plications like smart cities, intelligent transportation, and 
digital governance.
In recent years, thanks to rapid advancements in comput-
er vision and artificial intelligence, face recognition has 
achieved major breakthroughs in algorithm design and 
performance. Early techniques like PCA transform the 
primeval data images into a subspace of principal compo-
nents, where the first orthogonal dimension captures the 
maximum difference between images and images. A face 
recognition model for attendance tracking was developed 
using a hybrid CNN-PCA feature extraction method. The 
system integrates a face detection and recognition frame-
work, leveraging real-time camera input to identify and 
verify individuals. and human face identification. The 
stages of the facial recognition process that will be carried 
out consist of the processes performed on data acquisition, 
face detection process, preprocessing, feature extraction 
process[1].The technological trajectory has evolved from 
early methods relying on geometric and texture features 
to advanced systems centered on deep learning. By deep-
ening the network and carefully balancing these compo-
nents, CNNs can achieve remarkable precision in image 
analysis while maintaining computational efficiency 
through parameter sharing and dimensionality reduction. 
This combination of powerful feature extraction and ef-
ficient processing has made CNNs indispensable not just 
for image classification, but for a wide range of applica-
tions across computer vision and beyond. Convolutional 
layers and pooling layers are the most vital layers. A con-
volution layer is used to extract features by convolving 
an image area with multiple filters. Because its number of 
layers is increased, a CNN can more accurately parse the 
features of its input image. The pooling layer reduces the 
size of the convolution output mapping. If these two lay-
ers are managed properly, the number of parameters and 
the calculation complexity in a CNN can be minimized [2]. 
Benefiting from deep feature learning and end-to-end op-
timization, face recognition systems excel in diverse tasks 
such as cross-age, cross-expression, and cross-pose recog-
nition, achieving performance close to or even surpassing 
human levels in certain standardized evaluations. This has 

laid a technical foundation for applications in security, 
commerce, and public services.
However, despite significant progress, face recognition 
technology still faces numerous challenges in practical ap-
plications. Variations in lighting, pose deviations, diverse 
expressions, and occlusions in complex environments can 
significantly impact recognition performance, demanding 
higher model generalization capabilities. Additionally, the 
rise of adversarial attack techniques poses threats to model 
security, necessitating the design of more robust defense 
mechanisms. Issues like racial and gender biases have also 
drawn societal attention, as disparities in recognition accu-
racy across different groups may lead to fairness concerns, 
affecting the technology‘s application in public safety and 
social governance. More importantly, privacy protection 
and ethical compliance have become urgent priorities. 
Once leaked, biometric information is difficult to replace 
or revoke, requiring comprehensive security measures and 
compliance standards throughout the entire data lifecycle, 
from collection and storage to transmission and usage.
Against this backdrop, this paper systematically reviews 
the evolution of face recognition technology, compares the 
technical characteristics of traditional and deep learning 
methods, explores key challenges and countermeasures, 
and provides insights into future development trends. The 
goal is to offer valuable references for subsequent research 
and engineering applications, guiding face recognition 
technology toward safer, more reliable, fair, and sustain-
able development.

2. Understanding Face Recognition 
Technology

2.1 Introduction to Early PCA Technology
Face recognition technology has evolved from early meth-
ods based on PCA (Principal Component Analysis),which 
is a widely used tool for processing high-dimensional, 
complex initial data.

Fig.1 PCA Workflow
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Fig. 1 illustrates the workflow of PCA-based face recog-
nition, detailing the entire process from dividing training 
and test samples in the ORL face database to obtaining 
recognition results. The steps include: first, performing 
PCA feature extraction on training and test samples sep-
arately to project images into a feature space and obtain 
corresponding projection sets, then, classifying by cal-
culating the minimum distance between the test sample 
projection set and the training sample projection set, and 
finally, outputting the recognition results. PCA transforms 
correlated variables into a set of linearly uncorrelated 
principal components through orthogonal transformation, 
sorted by variance magnitude. The interpretation of the 
components has played an important issue in Principal 
Components Analysis ,after the reduction of the obser-
vation space, which initial variables have the greatest 
shares in the variance of particular principal components 
[3]. Typically, the first few principal components account 
for most of the data variability. PCA not only effectively 
reduces data dimensionality but also mitigates noise and 
redundancy, making it widely applicable in data dimen-
sionality reduction.

2.2 Overview of CNN Technology
Contemporary deep learning approaches utilizing con-
volutional neural networks cover various representative 
technical architectures and analyze their methodological 
features. The structure of CNN is shown in Fig. 2. The 
convolutional layer serves as the core unit of CNN, whose 
main purpose is to extract features from input data. Each 
layer generates feature maps through convolution opera-
tions, and these activations or feature maps are then trans-
mitted to subsequent layers as input data. The pooling 
layer is a nonlinear downsampling technique designed to 
reduce the dimensionality of feature maps while preserv-
ing key information. Pooling layers have multiple nonlin-
ear forms, with max-pooling being the most commonly 
used due to its efficiency and superior performance. The 
rectified linear unit (ReLU) layer performs nonlinear op-
erations involving rectifier units. After processing through 
a series of convolutional layers and max-pooling layers, 
classification in neural networks is mainly implemented 
through fully connected layers.

Fig.2 CNN Structure Diagram

3. Technical Comparison

3.1  Early Face Recognition Technology
PCA, which has a high popularity transformation tech-
nique whose results are not closely related to individual 
feature components . PCA excels in feature extraction, 
selecting the most avalible data ingredients and selecting 
important features from all characteristics. It can smoothly 
passed in face recognition and data gathering and so on.
PCA can effectively eliminates data redundancy and 
retains features in the direction of maximum variance, 

achieving recognition rates of around 90% on small da-
tabases like ORL. Its advantages include simplicity and 
clear physical interpretation, but it is sensitive to lighting 
and pose variations and struggles with nonlinear manifold 
structures. With the rise of deep learning, PCA is often 
used as a baseline method or combined with deep features, 
retaining value in resource-constrained scenarios. Due to 
its inability to capture hierarchical features, these limita-
tions have driven researchers toward more advanced alter-
natives like LDA, kernel methods, and deep learning。
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3.2 Modern Face Recognition Technology
Currently, CNNs are the core technology in face recogni-
tion, automatically extracting facial features through mul-
tilayer convolution operations. Mainstream networks have 
evolved from early LeNet-5 to ResNet, which addresses 
gradient vanishing in deep networks through residual 
connections. Loss functions have advanced from basic 
Softmax to methods like ArcFace. The complete process 
includes the eyes detection, keypoint correction,and sim-
ilarity matching. While high accuracy is achieved under 
ideal conditions, challenges remain in complex real-world 
scenarios. Future directions should focus on: 1) improving 
robustness in uncooperative or dynamic environments; 2) 
balancing privacy protection and algorithm performance; 
and 3) developing more efficient lightweight models. Cur-
rent top models achieve over 99.8% accuracy on the LFW 
dataset, with millisecond-level response times.
One key advantage of CNNs is their weight-sharing 
mechanism, which decreases the number of parameters 
requiring training. This improvement not only strength-
ens the model‘s generalization capability but also helps 
prevent overfitting. Moreover, the integrated learning of 
hierarchical features and classification enables end-to-
end optimization, where the final predictions are tightly 
coupled with discriminative feature representations. From 
an implementation perspective, the scalability of CNNs 
makes them more practical for large-scale vision systems 
than traditional neural architectures [4].
Notably, integrating 3D geometric information from the 
physical world with deep learning may be key to over-
coming current technical bottlenecks. Simultaneously, 
establishing robust ethical guidelines is equally crucial for 
the healthy development of face recognition technology. 
Current mainstream solutions often combine ResNet and 
ArcFace, achieving over 99% accuracy on benchmarks 
like LFW. Future trends include more efficient network 
architectures, stronger cross-domain generalization, and 
the integration of privacy-preserving technologies.

4. Future Directions Based on Current 
Challenges

4.1 Current Limitations
2D face recognition is restricted by physical appearance 
changes for a long time, aging, pose variations, lighting 
intensity,and so on. To address these issues, 3D face rec-
ognition is now emerged, theoretically offering higher 
precision, reliability, and immunity to facial variations 
caused by diverse factors. This capability stems from 
more sophisticated acquisition systems and 3D models 

incorporating geometric information. Acquisition devices 
can include 2D cameras, 3D cameras, and infrared camer-
as. In 2D images, features like eyes, ears , and mouth, hair 
can be directly detected, Although they make up a small 
proportion of the picture. 3D facial surface images can be 
acquired via multi-camera systems, remote cameras, laser 
devices, or 3D scanners. Algorithm accuracy will continue 
to improve, particularly in complex environments. By in-
tegrating 3D imaging, infrared sensing, and deep learning, 
systems will more accurately recognize facial features 
under varying lighting and occlusion conditions. Edge 
computing advancements will enable localized process-
ing, significantly speeding up recognition and reducing 
reliance on cloud connectivity. In practical applications, 
passive recognition will become mainstream, allowing 
identity verification without user cooperation. Depending 
on the method, acquisition devices can be categorized as 
active or passive. The former emits and captures reflected 
invisible light to determine object shapes.
Simultaneously, technological progress has highlighted 
ethical and social issues. Algorithmic biases remain un-
resolved, with recognition accuracy disparities across 
demographics raising fairness concerns. Additionally, the 
rise of deepfake technology threatens the security of face 
recognition, necessitating continuous improvements in 
anti-spoofing capabilities. Future systems may integrate 
multiple biometric features to build more reliable identity 
verification frameworks, ensuring continued positive im-
pact while mitigating risks.

4.2 Current Iterative Technologies
Since the introduction of databases like GavabDB, Bos-
phorus, and FRGCv2, occlusion and pose variation have 
been persistent challenges. Recently, 3D face recognition 
has gained attention for capturing more detailed identity 
information and exhibiting better resistance to environ-
mental changes, expressions, and occlusions. 3D face 
recognition and reconstruction technologies have become 
key topics in computer vision research.
Advances in 3D face reconstruction (e.g., Neural Radi-
ance Fields (NeRF), 3D morphable models) will further 
propel recognition technology, expanding applications in 
virtual reality and medical diagnostics. In the future, 3D 
face recognition may become a cornerstone of biometric 
identification, but large-scale deployment requires solving 
critical issues like computational costs, data annotation 
challenges, and ethical standards.

4.3 Future Prospects for Face Recognition 
Technology
Future algorithms will further optimize by integrating 
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technologies like 3D structured light, infrared imaging, 
and micro-expression analysis to improve recognition 
rates in low-light, occluded, or dynamic scenarios. Edge 
computing advancements will enable faster, real-time 
processing on local devices (e.g., smartphones, cameras), 
reducing cloud dependence. While facial recognition pos-
es risks, so it has offer some new solutions for emerging 
technologies. The Internet can connects domestic and any 
other devices, making them more smart. Integrating face 
recognition into the internet will simplify daily life—for 
example, apartment doors could recognize residents and 
open automatically. Another one is that smartphone acti-
vation via front-camera face recognition. Similarly, this 
technology could help locate lost relatives in unfamiliar 
cities by matching uploaded photos against predefined da-
tabases. Finally, face recognition can enhance security by 
identifying criminals, assuming near-100% accuracy [5].

5. Conclusion
In the development of 2D face recognition technology, 
CNNs have become the mainstream
approach due to their powerful feature extraction and hi-
erarchical learning capabilities, particularly excelling in 
complex scenarios and large-scale data applications. How-
ever, PCA, as a classical linear dimensionality reduction 
method, still retains practical value. PCA achieves dimen-
sionality reduction by extracting principal components 
of data, offering high computational efficiency and ease 
of implementation, making it suitable for resource-con-
strained scenarios or applications requiring real-time per-
formance. Although PCA is inferior to CNNs in nonlinear 
feature extraction and complex pattern recognition, its 
simplicity and interpretability maintain its competitive-
ness in small-sample or low-dimensional data scenarios. 
Therefore, despite CNN‘s technological superiority, PCA 
remains a viable lightweight alternative for certain specif-
ic applications. Each method has its advantages and disad-
vantages, requiring careful consideration based on practi-
cal needs., demonstrating that PCA will not be completely 
replaced by CNN technology and remains more suitable 
for lightweight or traditional systems.

Meanwhile, 3D face recognition technology demonstrates 
significant potential in improving recognition accura-
cy and security capabilities, but still requires continued 
efforts in key areas such as building large-scale diverse 
datasets, modeling complex expressions, and optimizing 
liveness detection technologies. Future research should 
focus on constructing high-quality 3D face databases, 
developing robust deep learning-based feature extraction 
methods, and creating real-time liveness detection solu-
tions for multi-scenario applications. Additionally, it is 
necessary to strengthen privacy protection and ethical 
governance to ensure compliance and social acceptance 
of the technology, promoting widespread adoption of 
3D face recognition in security authentication, financial 
payments, smart devices and other fields for healthy de-
velopment. In conclusion, this research work can provide 
valuable references for the future development of 3D face 
recognition technology, helping to achieve more intelli-
gent and widespread applications that truly serve human 
society under the guidance of legal, ethical and social 
consensus frameworks.
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