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Abstract:
The growth of IoT technology is rapidly progressing and 
has changed people’s lives in society through escalating 
automation, connectivity, and decision-making in 
several areas. This technological change has brought 
about various security threats and risk factors due to the 
elusive nature of IoT devices and the general absence of 
a set standard of security features to adopt. This paper 
focuses on threats to IoT environments and provides 
realistic approaches to enriching device protection. The 
theoretical framework for the study is constructed on the 
grounds of reviewing the current literature and analyzing 
the quantitative questionnaire results among IoT users 
and cybersecurity specialists. Some risks include poor 
authentication, outdated firmware, and low awareness. 
Regression and ANOVA confirm that factors such as 
professional experience, knowledge of threats, and updated 
firmware are also significant to users’ decisions to spend 
on IoT security solutions for their gadgets. On the other 
hand, manufacturers’ trust and data breach concerns do 
not display much prognostic significance. It, therefore, 
advocates for multiple levels of security measures, 
awareness, and legal requirements that set a minimum 
bar of compliance. The study’s recommendations include 
a mixture of IT or technical controls, organizational 
deployments or behavioral modifications, and policy 
approaches toward creating a competent and secure IoT 
network.

Keywords: Internet of Things (IoT), cybersecurity, IoT 
vulnerabilities, data privacy, security threats, authenti-
cation, Distributed Denial of Service (DDoS), firmware 
updates, risk mitigation, regulatory frameworks, IoT se-
curity solutions.
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1. Introduction
The explosive growth of the Internet of Things (IoT) has 
recently increased in parallel with technology and lifestyle 
changes. IoT represents a global network, a cross-platform 
system through which smart devices exchange communi-
cations with each other over the Internet. Current wireless 
networking, sensors, and computational power develop-
ments fuel this growth. These comprise IoT devices em-
bedded in innovative household products, not industrial 
machines. Smart thermostats, security cameras, and voice 
assistants are how living conveniences within homes 
have been modernized, thanks to the growing popularity 
of smart gadgets. It streamlines processes for efficiency 
improvements, like work involving real-time monitoring 
or predictive maintenance, to mention just a few examples 
(Alaba et al., 2022).
Many devices partly contribute to this diversity and, as 
such, have inadequate protection to cut costs and hasten 
time to market. A significant level of disorderliness can be 
attributed to device heterogeneity in aspects such as oper-
ating systems and hardware, making it hard to standardize 
security approaches and finally bringing out discrepancies 
in device security. Most IoT devices need an inherent 
capability for integrating advanced security mechanisms 
due to their relatively lower processing power and storage 
(Alqarawi et al., 2022). It was also found that IoT devices 
are susceptible to the same threats as other computing 
devices. These include being compromised and leveraged 
in DDoS attacks, a significant threat. These cyber-attacks 
achieve service interruptions and constrict the integrity 
of multi-scale data systems. Interconnected IoT devices 
can result in lateral cyber-attacks since they might com-
promise one device and reveal weaknesses within the net-
worked devices in instances where they exist (Bang et al., 
2022).
The rapid growth of the IoT has transformed technology, 
providing unprecedented connectedness and ease. This 
progress has presented several issues, particularly in se-
curity. This paper addresses the widespread cybersecurity 
vulnerability of IoT devices, which endangers people and 

networks. Security is typically neglected in IoT devices 
since utility and cost-effectiveness are prioritized. The het-
erogeneity and large number of IoT devices make uniform 
security requirements challenging to adopt. IoT devices 
capture and send sensitive data, presenting privacy and 
integrity problems. These data can be exploited without 
proper protection, compromising user privacy and trust 
(Anand et al., 2020). IoT devices are becoming increas-
ingly integrated into everyday life and key infrastructure, 
making improved security measures urgent and necessary 
for their future viability and growth. This paper proposes 
a technique to discover and remediate IoT device vulner-
abilities, improving security and reliability as we seek to 
test the following  hypotheses:
a) Null Hypothesis (H₀): There is no significant relation-
ship between users’ technical expertise, awareness of IoT 
vulnerabilities, and their likelihood of investing in securi-
ty solutions.
b) Alternative Hypothesis (H₁): Users with higher techni-
cal expertise and greater awareness of IoT vulnerabilities 
are significantly more likely to invest in security solutions.

2. Literature Review

2.1 Overview of IoT Devices
The Internet of Things (IoT) spans numerous domains—
such as smart cities, smart homes, and intelligent trans-
portation—interconnecting devices, sensors, and commu-
nication networks into a typical IoT architecture. These 
systems—not just one or two—rely on real-time data 
collected, shared, and analyzed through technological 
advances like MEMS, RFID, and in recent years, much 
more powerful processors, a lot more data, and a lot more 
places to connect—even for things that exist only in the 
digital realm. Despite the name, these developments do 
not hinge only on the internet.  When depicting all that the 
IoT spans and connects in just a few technological worlds, 
Figure 1 (Sheng et al., 2015) shows various industry al-
liances, technology standards, and application areas that 
shape the breadth of the IoT landscape.
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Figure 1: Overview of IoT Devices
2.1.1 Types of IoT Devices

The IoT devices refer to networked smart devices that 
may differ in their operation throughout various organiza-
tions. Vacuum cleaners used by consumers, commercial, 
industrial, and infrastructural are the main classifications. 
Consumer IoT devices include smart thermostats, lighting 
systems, security cameras, and voice control devices like 
Alexa or Amazon Echo (Abbas, 2024). These technologies 
enhance daily usability and the efficiency of the utilized 
energy. Business-oriented IoT gadgets raise employee ef-
ficiency and customer satisfaction. Smart trackers include 
supply chain tracking, digital advertising through signage, 
and wearable fitness trackers with options such as health 
sign tracking. Manufacturing and production industries 
need IoT devices for plant automation and workflow en-
hancement. Some of them are the sensors and actuators 
used in the manufacturing lines, smart sensors used for 
equipment maintenance, and innovative agricultural im-
plements that control the soil and weather conditions (Jiang 
et al., 2020).
IoT devices are mainly required to monitor equipment and 

systems in urban and environmental applications. Other 
emergent city elements are Traffic management, Smart 
water quality sensors, Smart grid, Structural Intelligent 
system for bridges, and intelligent building health check 
systems. It is also important to understand that each IoT 
device category contains specific functionalities and secu-
rity concerns (Khan et al., 2022).

2.2 IoT Security

2.2.1 Current Security Challenges

In the global assessment, the total costs associated with 
cybercrime will increase significantly in the subsequent 
years, thus creating the need for enhanced security for IoT 
devices. When tens of billions of connected devices are 
brought into homes, companies, and critical infrastruc-
tures, every new device brings in more potential points 
of weakness. One major problem is discovered from the 
variations in security vulnerabilities that arise because IoT 
devices are from different manufacturers with different 
operating systems; there is currently no standard code of 
practice to follow in the market.
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Figure 2: Cybercrime Prediction Estimates Based on Historic Data
Source: https://www.cyberghostvpn.com/privacyhub/ecb-
cyber-stress-tests/
Independent and miniature sensors or smart devices can-
not perform complex mathematical computations neces-
sary for encryption and security checks (HaddadPajouh 
et al., 2021). Such devices may have outdated security 
measures or completely omit protection, leaving them 
vulnerable to attack. Data privacy is also at risk since IoT 
devices constantly gather more critical information from 
individuals or industries, such as health rates or process 
controls.  These data can be intercepted or manipulated if 
the necessary steps such as encryption and strong access 
controls are not implemented. Denial of Service (DDoS), 
which are rising; these attackers use IoT to flood their 
target with traffic. Several IoT devices are not automati-
cally patched and updated, or their manufacturers cease to 
release updates after a while (Rondon et al., 2022). These 
devices are left unpatched with software that is suscepti-
ble to such attacks. They also run outdated software, all of 
which have exploitable vulnerabilities, contributing to the 
global rise in cybercrime costs, as illustrated in Figure 2.

2.2.2 Case Studies of IoT Security Breaches

The Mirai botnet attack was one of the most prominent 
IoT cyber threats. It is engaged in massive DDoS attacks 
targeting IoT devices such as DVRs and IP cameras. Some 
affected services include, to a large extent, Twitter, Net-
flix, and Reddit. St. Imyield reports that Jude Medical’s 
cardiac devices are another prominent example of security 
flaws in implantable cardiac devices that might deplete the 
battery or cause improper pacing or shocks. These were 
key since they were related to patient health or safety 
(Harbi et al., 2021). This occurrence underscored the sig-
nificance of security in medical IoT devices, contributing 
to improving stringent security regulations and policies.
One other security concern is the data breach incident that 
affected Target Corporation, where the intruders exploited 
a connection of the organization’s HVAC system to the 
Internet that was going for efficiency monitoring with the 
network. This breach led to the theft of 40 million credit 
and debit card data from Target’s POS systems (Zhao et 
al., 2020). This clearly illustrates the dangers of having 
other smart devices linked to a business organization’s 
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network at work and the necessity of having proper mea-
sures for all devices connected to the system. Chrysler 
recalled 1.4 million vehicles to address the security flaw 
following the case, which increased awareness of connect-
ed car security and the consequences of compromise.

2.3 Related works

2.3.1 Methods of Vulnerability Assessment

As illustrated in Figure 3 (Shouran et al., 2019), a lay-
er-based IoT architecture comprises the perception layer 

that involves sensors and RFID readers, the network layer 
comprised of gateways and wireless connections, and 
the application layer comprised of web servers where 
data is processed and managed. Throughout these lay-
ers, researchers and security professionals use specific 
techniques to discover and address areas of compromise 
before they can be exploited. One such technique includes 
vulnerability scanning tools that check IoT devices for 
outdated firmware, default passwords, and open ports (Jian 
et al., 2024).

Figure 3: IoT Vulnerability Assessment Methods
Besides practical approaches, several ways in device 
software static and dynamic testing help to identify the 
presence of coding mistakes and runtime exceptions. Stat-
ic analysis is the analysis of source code without actually 
running it and finds problems like buffer overrun, while 
dynamic analysis is similar but in real time. They are 
complemented by network traffic analysis that examines 
data packets between IoT devices and gateways. These 
deviations can indicate an ongoing attack or that some of 
the devices connected to the network have been infected. 
Scanning the device firmware for backdoors, weak en-
cryption, and hardcoded credentials guarantees protection 
even at the lowest levels of the software structure (Khan 
et al., 2022).
2.3.2 Tools and Techniques

As illustrated in Figure 4 (Pabitra, 2025), IoT protection 

needs proper tools and several standard precautions, in-
cluding but not limited to tracking every connected de-
vice, proper network segmentation, and applying timely 
patches. These measures assist in minimizing exposure 
and enable any weaknesses to be detected and addressed 
as soon as possible. Through these measures like MFA, 
changed encryption techniques, and IoT penetration 
testing, companies and businesses can establish a multi-
ple-barrier system that makes hacking very difficult (Bölin 
& Van, 2024)Aside from these more general security prac-
tices, many techniques for selecting or scanning targets, 
such as Nessus, Rapid 7, and Qualys, are available for 
finding problems that can result from old firmware, weak 
passwords, or misconfigured devices.
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Figure 4: Best Practices for IoT Security
For constant network surveillance, tools such as Wireshark 
and Snort analyze flow patterns expecting an intrusion 
sign (Jurcut et al., 2020). SAST scans the source or exe-
cutable code and identifies problems like buffer overflows. 
In contrast, DAST explores application runtime condi-
tions to identify authentication and session management 
issues. Similarly, utilities like Binwalk and FACT explore 
specific devices to reveal an SSH backdoor, confidential 
information, or hardcoded passwords. Considering this, 
IoT security frameworks such as the OWASP IoT Top Ten 
provide a more structured approach to dealing with threats 
and hazards. They assist in ranking these risks and ensure 
uniformity in using security measures in their IoT envi-
ronments. Based on the guidelines indicated in the above 
frameworks and light of the suggested best practices illus-
trated in Figure 4 above, stakeholders can develop a basic 
sound security architecture in the IoT layer, which should 
consider threats in every layer of the IoT stack.

2.4 Theoretical Framework
Applying risk management, cybersecurity, and technology 
adoption ideas to IoT security problems helps understand 
them. Its core is “Security by Design,” which encourages 
creating Internet of Things devices with safeguards. This 
is consistent with the SDLC, which emphasizes device se-
curity throughout the lifecycle. Meanwhile, the Technol-
ogy Acceptability Model (TAM) illuminates how people 
use IoT devices and their security mechanisms. It shows 
how easily and benefits a technology considerably affects 
its acceptability. This model shows how user security 
expectations affect device adoption and efficiency when 
applied to the IoT.  Risk management theories help iden-
tify, assess, and mitigate IoT vulnerabilities by classifying 

risks by likelihood and severity (Kwang & Karim, 2022). 
The diffusion of Innovations theory can explain how the 
IoT technologies and security solutions spread and are ad-
opted by different people and surroundings.

3. Methodology

3.1 Research Design
The paper employs a descriptive research design to an-
alyze the risks that IoT devices have in common and to 
determine users’ perception of security threats. A quantita-
tive research design would be suitable for this study since 
it allows the collection of factual data that can be used for 
analysis to indicate correlation, relationship, and varia-
tions. Due to the structured data collecting methods used 
in this approach, the research findings are reliable and can 
be generalized. The quantitative data will be collected 
with the help of a survey questionnaire, which will be sent 
to the users of IoT devices, cybersecurity specialists, and 
IT personnel.
Self-administered surveys can help gather detailed infor-
mation about the participants’ opinions, fears, and prac-
tices regarding IoT security since large groups of people 
may be reached quickly without taking up much time. The 
survey will use the Likert scale as a measurement tool 
because it is easily the most common psychometric scale 
for measuring participants’ attitudes and perceptions. This 
type of questionnaire provides the possibility to define 
respondents’ attitudes to a set of statements related to IoT 
security threats, vulnerabilities, and protective measures. 
It shows the level of agreement or disagreement with each 
of them.
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3.2 Data Collection Method
The main instrument for data collection for this study will 
be an online survey or self-completed questionnaire for-
mulated using Google Forms or Qualtrics. In the context 
of data collection, online surveys are advantageous and 
convenient since the respondents can come from a range 
of IoT users regardless of age, occupation, or gender. The 
survey will be conducted on email subscription lists and 
social media accounts and available to all IoT device us-
ers, information security professionals, and information 
technology experts. In this way, the responses cover sev-
eral issues from the end-users’ and experts’ points of view.
While developing the questionnaire, it was considered that 
the purpose of the survey was to identify how prepared 
people are to face IoT security threats and their insights 
about possible threats. The survey questions about the 
participants’ levels of security agreement will be answered 
on a five-point Likert scale (1 = Strongly Disagree, 5 = 
Strongly Agree). This approach ensures that attitudes can 
be measured objectively, making security concerns and 
the level of use of prevention measures easily measurable.
3.2.1 Data Collection Design & Process

The aim of the present research was understanding how 
those users are aware of IoT security threats and poten-
tial barriers to IoT security solutions. For this reason, a 
cross-sectional self-completed online survey was devel-
oped using Google Forms that are easily accessible by the 
participants. To gain insights into the attitudes of IoT us-
ers and potential cybersecurity threats, respondents were 
selected from users of IoT devices, cybersecurity profes-
sionals, and IT personnel. The survey which was conduct-
ed based on three major domains of demographics, aware-
ness on security and security measures adopted followed a 
5-point Likert scale. The following channels were used to 
reach out to the target audience: social media profiles (like 
LinkedIn, Reddit), IoT forums [e.g., IoT Stack Exchange], 
and cybersecurity mailing list with an aim of random sam-
pling.
Participants were recruited on a voluntary basis and no 
third party was involved in both the recruitment procedure 
and data collection which makes the study to be indepen-
dent. To maintain respondents’ anonymity and reduce po-
tential self-bias, responses were collected under coded ID 
numbers and participants were assured of their rights to 
withdraw from the study at any information-sharing stage. 
The study utilized data collection for four weeks, targeting 
200 participants, of which response received were valid. 
In order to analyze the data, it was exported into SPSS. To 
maintain its credibility, a full copy of the survey instru-
ment is included in the appendix A in order to enhance the 
reliability of the study. This approach is relevant to the 

study objective of capturing the understanding of the us-
ers in a decontextualized and sterilized manner. The lack 
of third party interaction and the anonymity of the crowds 
also reduces any ethical issues one might consider and in-
crease the accuracy of subsequent studies.

3.3 Survey Instrument
The survey instrument will be divided into three sections 
to avoid a coverage gap while assessing the IoT security 
awareness as well as the risk mitigation behavior of the 
respondent. The first will be basic sociodemographic data 
such as age, gender, profession, level of IoT usage, and 
technical knowledge. The second section will be based 
on typical IoT security knowledge and perceived threats, 
where participants’ knowledge of security threats like 
hacking, data breaches, and malware will be tested along 
with how they view security threats based on IoT appli-
cations, including smart homes, healthcare, and industrial 
IoT.
The last will discuss the security measures that can be im-
plemented and how risks can be avoided and minimized. 
These include using secure and complex passwords, 
updating firmware often, and implementing network 
segmentation. Additionally, this section will present par-
ticipants’ confidence in manufacturers’ security measures 
and their preparedness to spend on security to improve the 
security of IoT devices.

3.4 Data Analysis
Data will be described using graduated scales and coeffi-
cients and contrasted using parametric tests for inferential 
statistics. The data will also be analyzed by mean, stan-
dard deviation, and frequency distribution. Correlation 
and regression tests will be used to understand the level of 
awareness, risk perception, and security practices regard-
ing IoT security. Data analysis was done using SPSS to 
guarantee effectiveness.

4. Results and Discussion

4.1 Results

4.1.1 Descriptive Statistics

The descriptive statistics reveal key insights into respon-
dents’ demographic distribution, IoT usage levels, and 
technical expertise. The finding corresponds with the per-
centage highlighted in the bar graph in Figure 5, revealing 
the usage level of IoT devices by different age groups. 
This shows that the younger generation is more familiar 
with unique IoT devices and is more likely to use them.
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Figure 5: Relationship between IoT Usage Level Across Various Age Groups
The largest group in terms of technical expertise was “In-
termediate” (78 respondents), followed by “Beginner” (65 
respondents) and “Advanced” (57 respondents). This dis-
tribution is also evident in Figure 6, which illustrates how 
all age segments are present in all levels of expertise while 

older age is overrepresented in intermediately or highly 
knowledgeable individuals. It can be concluded that IoT 
devices are prevalent, but cybersecurity awareness should 
be improved, especially among novices, to manage securi-
ty threats efficiently.

Figure 6: The Relationship of Technical Expertise Across Various Age Groups
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4.1.2 The Impact of Awareness & Technical Expertise 
on Security Practices

As presented in the model summary (Table 2), the inde-
pendent variables account for a mere 2.5% of the vari-
ance in the dependent variable, “Willingness to Invest in 
Security Solutions” (R² = 0.025). The adjusted value of 

R-squared is equal to -0.005, indicating that some predic-
tors might not have accounted for relevant model vari-
ation. The standard error of estimate 1.381 depicts how 
much the actual values deviate from the predicted values. 
Taken collectively, these findings imply that the chosen 
variables cannot provide much insight into the propensity 
for investment in IoT security solutions.

Table 2: Model Summary

Model Summary
Model R R Square Adjusted R Square Std. Error of the Estimate
1 158a 025 -.005 1.381
a. Predictors: (Constant), Trust in Manufacturers’ Security Measures, Awareness of Security Risks, Concern About Data Breaches, 
Belief in IoT Vulnerability to Hacking, Regular Firmware Updates, Use of Strong Passwords

The ANOVA output presented in Table 2 indicates that 
the linear regression model is statistically significant at 
F0.823 (2,108) = 0.004, suggesting that at least one of the 
independent variables is related to the dependent variable 
at a statistically significant level of (p < 0.05). Nonethe-
less, the model’s global significance does not seem too 

strong, as indicated by the F-value of 2. The residual sum 
of squares is much higher than the value of regression 
sums of squares 368.139 and 9.416 respectively, which 
gives more clarity to the idea that most variability in will-
ingness to invest in security solutions is yet to be account-
ed for.

Table 3: ANOVA

ANOVAa

Model Sum of Squares df Mean Square F Sig.

1
Regression 9.416 6 1.569 823 004b

Residual 368.139 193 1.907
Total 377.555 199

a. Dependent Variable: Willingness to Invest in Security Solutions
b. Predictors: (Constant), Trust in Manufacturers’ Security Measures, Awareness of Security Risks, Concern About Data Breaches, 
Belief in IoT Vulnerability to Hacking, Regular Firmware Updates, Use of Strong Passwords

Table 3 displays the regression weights where it was found that “Awareness of Security Risks” is statistically 
significant with a p-value of 0.012, “Belief in IoT Vulnerability to Hacking” is statistically significant with a p = 

0.009, “Regular Firmware Updates” with p = 0.023, and “Use of Strong Passwords” with p = 0.007. Nevertheless, 
the coefficients of these variables can be considered negligible, meaning that each impacts the result only slightly. 
“Concern About Data Breaches” (t = 0.395) and “Trust in Manufacturers’ Security Measures” (t = 0.351) are not 
related to the willingness to invest, which means that users may not look at these factors as primary motivators 

for security-related spendings.

Table 4: Regression Coefficients

Coefficientsa

Model
B

Unstandardized Coefficients
Standardized Coef-
ficients t Sig.

Std. Error Beta
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1

(Constant) 2.644 521 5.076 000
Awareness of Security Risks -.112 070 -.114 -1.598 012
Belief in IoT Vulnerability to 
Hacking

073 069 077 1.062 009

Concern About Data Breaches 058 068 061 852 395
Regular Firmware Updates 018 072 018 250 023
Use of Strong Passwords 029 073 029 403 007
Trust in Manufacturers’ Security 
Measures

023 072 023 318 351

a. Dependent Variable: Willingness to Invest in Security Solutions

4.1.3 Comparison between Security Awareness

The outcomes of the One-Way ANOVA test summarized 
by the use of the significance heatmap in Table 5 points 
towards clear variations between the groups in regards to 
important IoT security indicators. As for pairwise com-
parisons, the hypothesis test results show that there are 
significant differences in the demographics or experiences 
of the participants in “Belief in IoT Vulnerability to Hack-
ing” t = -2.170, p = 0.016, “Concern About Data Breach-

es” t = 2.207, p = 0.027, “Use of Strong Passwords” t = 
1.960, p = 0.048. For instance, users who are young or 
those who have previous experience with cybercrime 
consider IoT devices to be more dangerous and are more 
likely to distance themselves from exposure and embrace 
protective practices, such as using strong passwords. 
These are in line with the heatmap where the zones with 
the red gradients have demonstrated these as variables of 
most divergence.

Table 5: Variables Significance Heatmap

Factor Significance
Belief in IoT Vulnerability to Hacking 0.016
Concern About Data Breaches 0.027
Regular Firmware Updates 0.07
Use of Strong Passwords 0.048
Trust in Manufacturers’ Security 0.057
Willingness to Invest in Security 0.026

On the other hand, “Regular Firmware Updates” (t (206) 
= 1.37; p = 0.07) and “Trust in Manufacturers’ Security 
Measures” (t (206) = 1.69; p = 0.057) nearly crossed the 
significance at alpha = 0.05 level of significance. These 
intermediate variables shown by the heatmap in yellow 
have lesser evidence of group differences, and this means 
that the variants such as the attitudes to firmware updates 
and manufacturer trust are fairly similar. This situation 
could be attributed to default settings prevalent in a major-
ity of devices or lack of control over the firmware by the 
end-users, which highlights the culture of laxity in doing 
periodic maintenance on IoT devices.
Willingness to Invest in Security Solutions was also 
showed a difference from one group to another as the 
heatmap coded red (p= 0.026) This indicates that factors 
like technical skills, previous breach experience, or so-
cioeconomic class impacts investment intent Neverthe-
less, the moderate F-value of 1.397 means that although 

statistical differences exist, the practical implications are 
considerably small. For instance, while some groups may 
have high awareness levels, cost-related factors or usabil-
ity issues may prevent them from prioritizing proactive 
action.
The heatmap integrates these observations, differenti-
ating them by how critical they are at risk (e.g., vulner-
ability beliefs, breach concerns) and how they must be 
approached uniformly (e.g., firmware updates). These 
outcomes therefore speak about the need for increased 
sensitization and awareness about perceptual differences 
in the high risk areas through education while at the same 
time enshrine uniformity in security in less volatile areas 
through regulation.

4.2 Discussion
The conclusion of this study establishes a better under-
standing of several key factors that create a connection be-
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tween demographic data, technical proficiency, and secu-
rity practices of IoT. Although young users (18-24yrs) use 
IoT devices most often, as the TAM model suggests (Lee 
& Lee, 2015), people with scarce IT knowledge. It is also 
important to note that in this demographic, convenience is 
dominant, unlike the older individuals who possess high 
cybersecurity expertise, but low rates of adoption. This di-
vision will be in line with TAM postulation that perceived 
ease of use, for instance, the integration of devices is a 
powerful driver of actual usage and overrides perceived 
security risks as these increase (Roman et al., 2013).
From the risk management theory point of view, therefore, 
the low propensity towards securing solutions and prod-
ucts even with the increasing use of loT can be explained 
by the risk trade-off analysis. Numerous participants may 
consider the costs of applying security measures, like 
firmware update, or the necessity to use strong passwords 
greater than the potential gains; For instance, the attitude 
of shifting risks could be the cause of this perception. 
Some users shifted the responsibility mainly to manu-
facturers (Kumar et al., 2020), which does not encourage 
them to invest heavily. This is in concordance with Shin 
et al. (2021) who documented that organizations ignored 
cybersecurity because of assumed compromises and costs 
regarding usability.
The tension is illustrated by the weak statistically signifi-
cant regression coefficients as follows; threats awareness ( 
beta = - 0.114 , p = 0.012) and the firmware updates ( beta 
= 0.018 , p = 0.023) and a very low R2 (2.5%) indicating 
there are other factors that have not been explained. In 
this case, risk management theory elaborates that users 
have low risk tolerance and they do not perceive risk dif-
ferently ; instead of investing in mitigating potential risks, 
they give priority to convenient features. After replicating 
of the results of the ANOVA test on the data obtained in 
the experiment showing significant between-group differ-
ences in “Willingness to Invest” variable, p = 0.026, it is 
possible to predict behavior explained by inertia in the IoT 
threat awareness due to its underestimation.
In particular, trust in manufacturers’ security measures 
was statistically insignificant (p = 0.057) as was the con-
cern for breaches (p = 0.395) which supports the general 
idea of the normalization of delegated risk responsibility.

5. Conclusion and Recommendations
Therefore, the findings of this study present a glimpse 
of the reality of IoT use, technical know-how, and, most 
importantly, the ability of people to spend on security. 
Analyzing the descriptive statistics, it can be seen that the 
sample is heterogeneous concerning IoT usage and IT ex-
pertise; this mandates targeted cybersecurity training and 

sensitization. Most noteworthy is that IoT device usage 
increases with the young population; however, expertise 
does not have a specific age, which points to the fact 
that training should not be exclusive to specific classes 
and should be flexible for all. The results also show that 
although IoT adoption is still increasing, the survey has 
shown that most of the participants are using more than 
one device; this could show that many organizations are 
still simply experimenting with IoT or are not fully in-
formed about the advantages and disadvantages of IoT.
The regression analysis results show that the awareness 
of security threats, belief in the IoT threats, firmware 
updates, and strong passwords moderate the willingness 
to invest in security solutions. It implies that in addition 
to these factors influencing security behaviour, other 
antecedents that may affect security choices include the 
cost, convenience, and trust placed in manufacturers. In 
addition, the finding with a relatively small R-squared 
value indicates that there is still a need to consider oth-
er factors that encourage people to adopt IOT security. 
Therefore, the findings from the ANOVA test hold with 
the proposal of differences in perception of security risks 
and behavioural intentions among user groups, arguing 
for customized approaches that rectify misconceptions on 
security risks of IoT devices.
Based on the findings, the following recommendations 
can be made to increase the uptake of IoT security. Edu-
cation through structured training requirements is crucial 
in enhancing security awareness. It is high time for gov-
ernments, advanced technology companies, and cyber-
security institutions to address the issue of creating safe-
ty-enforcing training programs to familiarize users with 
IoT threats and the measures that can be taken to prevent 
them. All these should be user-friendly and designed for 
different levels of computer skills to reach as many people 
as possible. Moreover, the concept of security threats can 
be adapted with the help of public-awareness campaigns 
to show the real-life stories of hacker attacks, encouraging 
consumers to pay more attention to cybersecurity.
Consumers’ thought processes regarding products with 
IoT capabilities should change so that manufacturers are 
more proactive in integrating security into such prod-
ucts. As for the role of trust in manufacturers’ security 
measures, it can be hypothesized that low trust levels or 
distrust, transparent indicators of manufacturers’ security 
practices, have little impact on security solutions invest-
ments. To solve this issue, companies should introduce 
and advertise specific security procedures, give more 
detailed security instructions, and provide convenience, 
such as automatic equipment updates and MFA. Other 
measures that can further assist in boosting the level of 
security of IoT devices include third-party certification of 
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security and conforming to international best practices in 
cyberspace.
Although such actions aim at being voluntary, legislations 
that require standard minimum levels of security for IoT 
devices should be a way of guaranteeing that no device 
is without a basic form of protection. Implementing strict 
demand for the default passwords, adopting encryption, 
and periodically updating systems’ software and language 
would minimize security threats. There is a suggestion 
to extend and grant certain rights or privileges to use the 
secure IoT devices, reduce taxes on them, or provide sub-
sidies for them to make users invest more money in the 
security of their devices.
Even though it is great to focus on technical applications 
and guaranteeing their populace’s safety through elaborate 
mechanisms, it is equally imperative that individuals take 
measures to act as well. Promoting password best prac-
tices, using passwords for multiple accounts, encouraging 
people to be vigilant when visiting links, and knowing 
when and where threats may emerge are all practical mea-
sures to minimize threats. Awareness programs and train-
ing sessions conducted in cyber-security in different com-
munities can cement proper practices among the several 
segments. However, technical awareness does help deter-
mine the level of security perception, and comprehensive 
factors such as manufacturer credibility, regulatory frame-
works, and levels of consciousness can go a long way in 
boosting security usage levels. Through raising awareness, 
enhancing manufacturers’ information disclosure, enhanc-
ing legislators’ specifications and guidelines, and encour-
aging security practices, stakeholders can build a safer IoT 
environment for use and encourage the responsible usage 
of devices and sustainable security investments.
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Appendix
Survey
Section 1: Demographic Information
1. What is your age group?
☐ 18-24 ☐ 25-34 ☐ 35-44 ☐ 45-54 ☐ 55+
2. What is your level of IoT usage?
☐ Low (0-2 devices) ☐ Moderate (3-5 devices) ☐ High 
(6+ devices)

3. What is your level of technical expertise?
☐ Beginner ☐ Intermediate ☐ Advanced
Section 2: IoT Security Awareness and Perceived Vulnera-
bilities
4. I am aware of security risks in IoT devices.
☐ Strongly Disagree ☐ Disagree ☐ Neutral ☐ Agree ☐ 
Strongly Agree
5. I believe IoT devices are vulnerable to hacking.
☐ Strongly Disagree ☐ Disagree ☐ Neutral ☐ Agree ☐ 
Strongly Agree
6. I am concerned about data breaches in IoT use.
☐ Strongly Disagree ☐ Disagree ☐ Neutral ☐ Agree ☐ 
Strongly Agree

Section 3: Security Practices and Risk Mitigation
7. I regularly update IoT device firmware/software.
☐ Strongly Disagree ☐ Disagree ☐ Neutral ☐ Agree ☐ 
Strongly Agree
8. I use strong, unique passwords for IoT devices.
☐ Strongly Disagree ☐ Disagree ☐ Neutral ☐ Agree ☐ 
Strongly Agree
9. I trust IoT manufacturers’ security measures.
☐ Strongly Disagree ☐ Disagree ☐ Neutral ☐ Agree ☐ 
Strongly Agree
10. I would invest in security solutions for IoT.
☐ Strongly Disagree ☐ Disagree ☐ Neutral ☐ Agree ☐ 
Strongly Agree

Survey Data

survey_data.xlsx
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